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* Research scientist, SE4AlI Team, CSIRO’s Data61, Australia

* Research Interest

» Software Engineering
— Ul Design Search [TOSEM2020]
— Ul Accessibility Enhancement [ICSE2020 = , CHI2022]

* Deep Learning

* Human-Computer Interaction
— Ul Understanding & Video [ESEC/FSE 2020, Preprint 2022]
— Ul Ethical Issue Mitigation [Ongoing work]
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@@m Our SE4Al Team — Responsible Al

e Team Leaders

* Liming Zhu, Qinghua Lu, Xiwei Xu and Zhenchang Xing A,
 Theme 1: Human-Centric Al (HCAI) ez
* operationalize human values and ethics in Al system T

Theme 2: Responsible Al Engineering (RAIE)

* Establish the development processes incorporating process-
oriented methods for RAI systems and build responsible-Al-by-
design into the Al systems through system-level design methods

Theme 3: Knowledge Graph supported RAI (KG)

 Distil and align knowledge from heterogeneous documents and
forms so that the external knowIedFe can be systematically
accessed, analysed, used as a first-class citizen in the Al system oo R gy R g [ B
development process.

Security
Power

it e

* We are recruiting Postdoc now 0o §HG
* Search “CSIRO Postdoctoral Fellowship in Responsible Al” eo-g Y H;,‘"Q ®
e Contact: firstname.lasthame@data61.csiro.au @@. Y W

.. ‘Iw“. = .
ewmaf



@I/ Our SE4Al Team — Responsible Al

RAl Activities by Databl
Software Supply Chain Multh-level Goverance
Diversity and Inclusion in Al {HCAT)
Standardisation and certification of Al systems (RAIE}
Software Systems Ethical risk assessment tool {HCAI, KG]
fAd pattern catabogue (RAIE)
i House of ethical Al {RASE)
HESF‘D“-SlhIE A[ Enowledge-based compliance checking (KG)
Fundamental Human
HAl Dee=igm
RAI Principles Rights Values Requirement engineering for RAI {RAIE)

AAl pattern catalogue & reference architecture (RAIE)
Dark pattern knowledge base (K&}

Accessibility design of Al systermns [HCAI)

App features to RAI principles mapping (HCAIL
Low/no code Al patterns (HCAI)

Multi-Level Governance

Trusted User Interaction
siba na nt

*  Knowledge-aware Data2VizRinteractive dashboard {KG)

*  Data debugging and testing (RAIE)

I Responsible I . I Accountable
L Data fair& Deploy &

Fair & Secure Al

*  Federsted laarméng {RAIE)

= Machine unlearning (RAIE)

*  Human-centric explainable Al [KG)

2 Secure Al
Management T Monitor

MNon-Al Modules - Al Modules

Trusted User Interaction

v DataCAOA [RAIE)

= Dark pattern detector and repair (HCAL
DevOps - Al Pipelines *  RAl knowledge base guidebook (KG)

Accourtzble Deployment & Monltoring

*  Privacy poficy generstor [(HCAIL
* Al Bill of Materials [RAIE)
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e Richer functionalities and decision-making assistance

- [ 2
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@Iﬁ”‘\l Right to be forgotten (RTBF)

N7~

* ML software learns about individual by learning the datasets collected
from them.
* Personal identifiable information: personal emails, credit card numbers and employee records.

* But?
* People may not desire to be perpetually stigmatized by their past deeds

* Governments or data owners may ask ML providers to remove sensitive information for security or
privacy purpose.

* Right to be forgotten

¢
* e.g., General Data Protection Regulation (GDPR) in the European Union [5], the California Consumer j
Privacy Act (CCPA) in the United State ©

 The removal of data needs to be deep and permanent, i.e., simply deleting
the data from the storage is not enough

* training data can be extracted from large language models

* Also need to remove from the trained models



@ How?

N7 ‘ Original Dataset J
 Machine Unlearning methods try to > Tt
remove data from models efficiently / @ \3

 Retraining is time consuming, especially
Sub-dataset| | | | [Sub-dataset| :| |Sub-dataset| |:
for large models nowadays A ) A
° id _ é\cﬁ

« Two types of Machine Unlearning eq, S > el

methods @ @
* Exact Unlearning ~
— Remove the exact data to be \\ JL
deleted, e.g., SISA
ﬁ

* Approximate Unlearning

— Remove the influence of the data to
be deleted, e.g., Amnesiac ML
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 Machine Learning models have bias inherited from data

How data are fed into the model also affects the bias of the resulting model

Machine Unlearning methods modify how data are fed into the model and
how training is done, and may subsequently compromise the fairness of model

We aim to empirically unveil this fairness implication

Responsible decision when adopting machine unlearning techniques
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* RQ1: What are the impacts of machine unlearning methods on fairness before
data deletion request arrives?

* data separation strategies

* RQ2: What are the impacts of machine unlearning methods on fairness when the
deleted data has uniform distribution?
* regarding each datapoint as equally possible to be removed from the dataset.

* RQ3: What are the impacts of machine unlearning methods on fairness when the
deleted data has non-uniform distribution?

e considering the varied possibility of data deletion requests from different groups of data subjects



%@ Empirical Study

* Understand the impact of different unlearning strategies on fairness
» Simulate different data deletion request (uniform/non-uniform, the amount of data)

............

AN (Preprocess for faimess ) : E
s TR '
Datasets ) ro each [ Preprocess data | " Shuffle & split E :
- COMPAS —ydataset - data cleanin ~IS7RUEEDN Ko - train: 80% :
g - data encoding | - sensitive features [ - test: '20°/° [ '
- Bank 9 - protected classes 2
— e e
r 3 _ _
L , — Models Evaluation metrics
+ | Data deletion strategies - original .
- . o . Performance | Fairness Fairness
- uniform distribution 3! - retrain > _ acourac -DI. SPD : results
- non-uniform distribution | |- SISA T e ecs B
- AmnesiacML '

.............................................................................

We conduct the experiment multiple times and take the mean of results



@ 1 Responsible Al -> Responsible UI?
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* End-users can access the underlying Al systems by user interfaces
* Aresponsible user interface can help reflect a responsible Al service.

* However, there are many malicious patterns

 Ethical Issues: Disregard human values and the autonomy of individuals.
— Manipulate user behaviors by aesthetic manipulation
— Nag users to share more information to get their personal data
— Malicious Advertisement: leverage your weakness to manipulate you

— release diet advertisement targeting at diet people (unhealthy)
* Psychology Effect
* Unfair options -> biased decisions

* Lose digital trust



pd
@ © Users — unfair options

* A child is playing a mobile app called
ScrabbleGo.

* The tiny button failing color contrast is how
you play without signing into Facebook.

WELCOME!
Connect to find friends

* Aesthetic Manipulation A [ ]

e any manipulation of the user interface that § Play With Friends )
privileges specific actions over others, thereby () asBuest )
confusing the user or limiting discoverability of
important action possibilities
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PERCENTAGE OF DARK e A Dgr.k Pattern (DP) is an |qterface |
maliciously crafted to deceive users into

PATTERN performing actions they did not mean to do.

= Not Contain DP W Contain DP * DPs make customers/users unhappy and
cause them to lose (digital) trust in a

MOBILE APPS (250) business.

e Started from 15 March 2022, EDPB adopts
Guidelines on dark patterns in social media

SHOPPING WEBS (11K) 88.9 11. .
platform interfaces.

website: www.darkpatterns.online/web




@lw\l Our solution

Our Solution

Knowledge Graph Dark Patterns Database

- Understand and avoid DPs

Dark Pattern Detection Tool

- Automatic detection and mitigation

b

9&@1 Computer Vision

@ Natural Language Processing

website: www.darkpatterns.online/web
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Target Users

End-Users

End-users may be easily tricked by DPs

contained in many websites/apps due to the

lack of awareness. Our tool can highlight

potential DPs to get end-users informed and

help them make reasonable decision.

SEE EXAMPLES

R

N

Designers

User interfaces are designed by the designers.
However, designers will often gain inspirations
from others' design, which may inherit
unawared dark patterns. Our tool helps them

to avoid such situation.

SEE EXAMPLES

website: www.darkpatterns.online/web

Regulators

Regulators are paying more attention to dark
patterns. However, it is hard to examine all
websites and apps. Our tools help regulators
to implement their policies, examine the

violations, help build up digital trust.

SEE EXAMPLES
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* A child is playing a mobile app

called ScrabbleGo.

* The tiny button failing color
contrast is how you play without

signing into Facebook.

'SCRABBLE

G.0,

WELCOME!
Connect to find friends
and unlock rewards!

£

§ Play With Friends

Play as Guest

Without Hint

website: www.darkpatterns.online/web

'SCRABBLE

WELCOME!
Connect to find friends
and unlock rewards!

Play With Friends

: Play as Guest

With Hint

Aesthetic Manipulation
any manipulation of the
user interface that
privileges specific actions
over others
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@ Regulators

 Examine the quality of apps using our tool

Dark Pattern Report

. m ¥ L 6 @ -IP:QQ :\ll\:i\mel::)xx.x;x
. otal Number:
. G 2 . - Aesthetic Manipulation: 3
. @ a Q ﬁ Q - Forced Action: 1
p— k Pattern - Preselection: 1

. @ B0 & = a 5 ‘ Dar #

0P 0@0e
U o 0 . This screen forces users to upload
. g . a n A their contacts.

Detection Tool

Details:
Forced Action

=

Text anyone in your phone

1
Messenger will continuously upload your
ontacts to connect you with friends. I

website: www.darkpatterns.online/web




@@”ﬁ Our Website — DP database

Types of Dark Patterns

Understand and Search Dark Patterns in practice

Filters p—
Sl % T
Thematic Category i,’;‘ y
PN r
ﬂs to turf off
DP Types i and la,:'l‘yb:?l:r:slecp.
Now, | start my
day fresh.
App Category

We Wake You Up with
Powerful Features

website: www.darkpatterns.online/web
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&1 Plugins

We also provide plugins for website and mobile apps, which can easily be
enabled

& amazon.com.aujref=nav_logo 0 & B & (Update

amazon coma

_ Hallo Hello, Sign in Returns 4
@ select your address Account & Lists - & Orders -\“:’nn

= All BestSellers CustomerService Prime~ Today'sDeals Fashion Music NewReleases Kindle Books Books Electronics Home  Gift Cards  Toys & Games Stream Movies and TV Shows with Prime

h a BH *»
Dark Pattern Detection

WEBSITE INFORMATION:

r - L1 ! g = ‘Jr
Thiswebsite T B TS B e —~ifll |
¥ :

0 i

This page Meet Alexa Top Deal Smart Displays with Alexa Sign in for your best
fb71-40bc ’ experience
F}] sign in securely
- i =
DARK PATTERN INFORMATION: : e L b
Alexa basics Household help Eche Show 5 Echo Show 8

This page contdins

3;\‘% . 14 I
0 4 Eﬂi " a4z —

Select NEEWER Products. Discounts applied in prices

Dark Patterns Entertainment Smart Home displayed. Echo Show 10 Echo Show 15
, —Coffee Machines on sale
Sunbeam
Learn more See all deals Seeall Shop now »
E Spormared B

Check latest dark patterns Frequently repurchased in Drugstore

-
VALUE REFILL PACK

1/

Browser Plugin
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@ ' Ongoing

* User study to evaluate the usefulness of the tool



@'m' Conclusion

e Brief introduction of our team i =
 Human-Centric Al (HCAI) = I\ . o — —]
* Responsible Al Engineering (RAIE) ; AR RNl

» Knowledge Graph supported RAI (KG)
Work1: fairness issues in machine o Mo (s (2o o) (et} || |
. . _ e - data cleaning Ly~ BVOUE DR TR 09S > - train: 80% |
unlearning techniques e s encoing || eenetheestee [ o [ |
rotecte :\ m '
* How to visualize the fairness issues in machine S N M —
Unlea rning? Dat_a dEtet_iO]-} Str,ategies ~original Performance | Faimess |:> Fairness
|- non-uniform distibuton | | -SISA | 7] 72wy | -pLSPD || resuits
. H H H H s : -f1 AOD, EOD | !
Work2: fairness issues in user interfaces -Amesiacil :

We conduct the experiment multiple times and take the mean of results

* Go beyond the user interface
— How to monitor the behaviours of underlying Al

. Our Solution
algorithm?
: {) Knowledge Graph Dark Patterns Database
¢ GO beyond Ordlnary users > - Understand and avoid DPs
. )ﬁf Computer Vision :
— Disabled Users: How to ease the process of Dark Pattern Detection Tool

Iea rn | ng an d USi ng Al -su p ported a pps? 9}) Natiral Lafiguage Processkip - Automatic detection and mitigation

Recruiting: search “CSIRO Postdoctoral Fellowship in Responsible Al”
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Welcome collaborations!
We are recruiting Postdoc now!

Any Questions?

Jieshan Chen
SE4Al Team
CSIRQ’s Datab1

firstname.lasthame@data61.csiro.au
https://chenjshnn.github.io

Recruiting: search “CSIRO Postdoctoral Fellowship in Responsible Al”



@'m' Example

* You are required to
subscribe to Alarmy so
that you can use their
service

* They offer “Free Trial”,
but you need to enter
your account details

 What you may ignhore is
the sentence on the
bottom...

e “7 days free, then
S84.00/year”

ALARMY

Thematic Category
DP Types
Description
Product Category

Access Time

Possible Solution:

Account Registration

Forced Continuity

Free trial with paid subscription requiredt
Productivity

March 28, 2022

It requires users to subscript to have the free trial.

Ask users when the free trial ends

ﬂs to tur* dff
my alarm}

and fall back asleep.
Now, | start my
day fresh.

We Wake You Up with
Powerful Features

q'Wk out to dismiss Squat and
Step mission

@) Wake Up Check keeps ringing
~  until you really wake up

Start Free Trial

/

website: www.darkpatterns.online/web
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@ © Users — unfair options

* A child is playing a mobile app called
ScrabbleGo.

* The tiny button failing color contrast is how
you play without signing into Facebook.

* Aesthetic Manipulation

e any manipulation of the user interface that
privileges specific actions over others, thereby
confusing the user or limiting discoverability of
important action possibilities

website: www.darkpatterns.online/web

WELCOME!
Connect to find friends
and unlock rewards!

f Play With Friends

( PiBy as Buest, )
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16 Designers

* Adesigner Janeis
browsing the popular -
design sharing website .
Dribbble to get some i =\
inspirations. o |

* She found some good
designs, and decided to
use them as a template Your Trainer is Here
for her own designs.

2 & o»

* However, the template
design contains a DP, the
designer is not aware e | (I

website: www.darkpatterns.online/web

&

Hello
Welcome!

Email Adress

&y

Hello
Join Us!

dres

le@gmm
Pa rd
samplel23

0 RS R Y |
Sign In



